Sufficient Correctness and Homeostasis in Open Resource Coalitions:How Much Can You Trust Your Software System?Mary ShawInstitute for Software Research, InternationalSchool of Computer ScienceCarnegie Mellon UniversityPittsburgh Pa 15213+1 412 268 2589mary.shaw@cs.cmu.eduSYNOPSISProving system correctness is tough.It can fail, or succeed, or just bluff.When the parts come and goYou may never quite know�Can you tell when just �good� is enough?ABSTRACTWidespread use of the Internet enables a new class of soft-ware architectures: dynamically formed, task-specific, coa-litions of distributed autonomous resources. The resourcesmay be information, calculation, communication, control,or services. Unlike traditional software systems, which areat least nominally under control of the developer, thesecoalitions are formed from independently managed net-work-based resources, and the creator of a coalition lacksdirect control over the incorporated resources. Reasoningabout these architectures will differ significantly from rea-soning about traditional architectures because resourcecoalitions experience higher uncertainty about componentbehavior and lower connector reliability. The traditionalnotion of correctness will give way to an application-relative notion of sufficient correctness for the intendeduse, and the traditional a priori means of validating correct-ness will give way to architectural provisions for reactingto abnormal behavior through software homeostasis.Keywords: Open resource coalition, sufficient correctness,software homeostasis, fault tolerance1 INTRODUCTIONThe Internet has become a transforming technology, pro-viding information and communication to a community thatis orders of magnitude larger than it could have been just afew years ago. The critical elements of this transformationare communication connectivity, cross-platform delivery,rich resource availability, intelligibility to people who arenot computer specialists, and a base for commerce. This ischanging the ways we can create systems from parts,especially suitable architectures for such systems.The recent exponential expansion of the Internet, especiallythe cross-platform access enabled by the World-Wide Web,opens a fundamentally new set of software developmentopportunities. Unlike traditional closed-shop software de-velopments in which the system is controlled by a singleinstitution and the system architecture draws on the tradi-tional vocabulary [8], we now have a setting in which com-putation and information processing can be carried out bydynamically-formed, task-specific, coalitions of distributedautonomous resources.These resources provide information, calculation, commu-nication, control and services. They are independently de-veloped and independently supported; they may even betransient. They can be composed to carry out specific tasksselected by a user — but often the resources are not specifi-cally aware of the way they are being used, or even whetherthey are being used. Moreover, a resource may be used in away that is incidental or secondary to its primary purpose.Proprietors of the resources have their own objectives andpriorities, and the selection and composition of resources islikely to be done afresh for each task, as resources appear,change and disappear. As a result, cooperating groups ofresources are better regarded as coalitions than as systems.I previously explored general architectural considerationsfor these web-based coalitions [11]. Here I turn to twospecific related questions: Sufficient correctness: How do the coalition architecture andthe criticality of the application interact to establish the degreeof confidence a user must have in the coalition’s correctness? Software homeostasis: How can that degree of confidence beachieved by a combination of a priori validation and dynamicmonitoring and adaptation?LEAVE BLANK THE LAST 2.5 cm (1�)OF THE LEFT COLUMN ON THE FIRST PAGEFOR THE COPYRIGHT NOTICE.(preserve these six lines in some cases, but make their contents blank in your text)

2 OPEN RESOURCE COALITIONSThe information resources of the Internet include muchmore than the static structured information and reusablecode that we usually think of as reusable components. Thevariety of resources includes: unstructured text, formatted text, databases, livedata feeds, images, maps, current status such as inventory reusable software components, applications thatcan be invoked remotely Communication: messages, streaming media, synchronouscommunication, agent systems, alert/notification services coordination for use of resources, registration andsubscription services Services: secondary (processed) information, simulation,editorial selection, evaluation, responsive expertsThese resources are not functions, or files, or objects, orfilters. They can, of course, be modeled or implemented inthose terms, but to do so misses their richness. Theresources are often large and comprehensive, providingmultiple services; they may be modified independently andwithout notice.Composition of components in this setting is difficult. It�shard to determine what assumptions each componentmakes about its operating context, let alone whether a set ofcomponents will interoperate well (or at all) and whethertheir combined functionality is what you need. Results areoften simply exhibited through a browser, so it is often dif-ficult to use a result from one resource as input to anotherresource. Moreover, many useful resources cannot besmoothly integrated because they make incompatible inter-action assumptions — for example, it�s hard to integrate acomponent packaged to interact via remote procedure callswith a component packaged to interact via shared data in aproprietary representation.It is not realistic to expect complete specifications of a re-source [9], so techniques for creating and maintainingcoalitions must work with partial information. I previouslyintroduced the concept of to capture those prop-erties that are established, along with the degree of confi-dence in that information. The coalition itself must includecredentials that document expected results, including anenvelope of normal operation. As a result, analysis shouldfocus on fitness to task rather than on correctnessA coalition will have a kernel in which the developer iden-tifies resources, specifies the contributions to be obtainedfrom the resources, and defines how these intermediatecontributions interact to yield the result of interest. Thetechnical issues associated with creating resource coalitionsinclude creating appropriate credentials, or partialspecifications; developing techniques for integration andautomatic creation of glue code; ways of responding to thetransience and mutability of the resources; incorporation ofagent negotiations and security; and provisions forelectronic commerce [9].This wealth of available resources is appearing at the sametime as the user community is expanding, especially thesegment of the community with little computing expertise.End users increasingly control their own computing di-rectly rather than engaging software specialists. This disin-termediation began with spreadsheets and continues withend-user adaptation and program generators. However,end-user control of computation is no longer limited to ap-plication generators and spreadsheets — users now have ac-cess to a wealth of resources that are accurate, reliable, use-ful, and expensive to varying degrees, and they need easy-to-use means of harnessing combinations of these resourcesto their individual needs. Unfortunately, current softwareresources are so fragile that it�s hard for a layman or any-one else to validate the software adequately.3 SUFFICIENT CORRECTNESSThe "gold standard" of program quality has long beenfunctional correctness — a demonstration that the programwill compute what its (formal) specification claims it willcompute. When the scale of the software grows from indi-vidual programs to complex systems that provide continu-ing service, that gold standard is augmented with extra-functional requirements such as performance and reliabil-ity. The important aspects of system correctness are some-times associated with the architecture [10], for example inthe use of the ACID properties (atomicity, consistency,isolation, durability) to evaluate data-centered repositories.In practice, however, most of the software that most of ususe most of the time is not "correct" in any traditionalsense. Nevertheless, most of us do get useful results fromthis software. Most people view this situation more withresignation than with alarm; consider, for example, thisteaser for a recent news reportWould you spend $500 on a piece of software with morethan 63,000 potential known defects? That’s the questionposed in an internal Microsoft memo regarding Windows2000 obtained by Sm@rt Reseller. According to thememo, Windows 2000, which makes its debut this week,contains: More than 21,000 "postponed" bugs, a numberof which Microsoft calls "real problems;" more than27,000 "BugBug" comments, which are ways to makesomething work better or more efficiently; and overall,more than 65,000 "potential issues" found using MicrosoftPrefix Tool — 28,000 of which could likely be "real"problems. This news comes on the heels of many marketresearch firms advising their clients to hold off on up-grading to Win2000 until the first or second service packhas been released. Microsoft contends that all softwareships with bugs, and that Windows 2000 is the most rigor-ously tested software in history. [3]This product is not alone in shipping with bugs; mostcommercial applications have flaws that can affect the cor-rectness of their results, or indeed whether they deliverresults at all. Networked resources are additionally subjectto uncertainties of connectivity and communication.

Whether this situation represents potential inconvenience ordire risk depends a great deal on the kind of application andthe environment in which it will be used. Certainly thereare applications — medical implants and automated nuclearsafety devices, for example — for which no less than thegold standard of correctness is acceptable. Just as surely,there are other applications — selecting a restaurant or amovie, for example — for which incomplete results or evenfailure are of little consequence.By recognizing the many situations in which a reasonablechance of success (often combined with easily recognizablefailure) is sufficient assurance for practical purposes, weopen the possibility of applying forms of reasoning that areo t h e r w i s e e x c l u d e d , i n c l u d i n g s t a t i s t i c a l h i s t o r y , u s e r recommendations, reput a t i o n o f d e v e l o p e r s , e t c . A n example of the latter is acceptance of VeriSign [12]certificates; these authenticate the source but make nodirect commitment about the qualityAs a concrete example, if I were shopping for a new car, Iwould not hesitate to use a Web-based tool to search for acar that fits my needs. However, at present I absolutelywould not entrust such a tool with US$20-30,000 andauthorization to actually purchase the car. We need a wayto decide whether a particular software system — fore x a m p l e , a n o p e n r e s o u r c e c o a l i t i o n — i s s u f f i c i e n t t r u s t w o r t h y t o b e e n t r u s t e d w i t h t h e r e s o u r c e s f o r a particular task.Two factors affect our sense of the significance of less-than-correct behavior. First, we are usually less concernedabout these failures when we are confident that we’ll noticethe problem and try again or perform some other remedialaction. Second, we are usually less concerned about thefailures when the consequence of the failure is small. Asthe figure suggests, these two factors define a space inwhich we can differentiate the significance of various sortsof failure.I am interested here in the overall likelihood of acceptablesystem behavior— the end-to-end expectation of success.Moreover, I am interested in gaining assurance aboutfallible systems built from fallible parts. Improving theq u a l i t y o f t h e i n d i v i d u a l r e s o u r c e s i s a n i n t e r e s t i n g question, but a different one.The intrinsic uncertainties of resource coalitions, especiallynetwork performance and independent management of re-sources, make this architecture inappropriate for the criticalsystems in the upper right corner of the space. However,t h e s h a d e d a r e a c o n t a i n s m a n y e x a m p l e s f o r w h i c h responsible risk management will find the cost of gainingfull confidence higher than the cost of failure and repair.F o r s u c h s y s t e m s , w e a r e i n t e r e s t e d i n s u f f i c i e n t correctness: whether the system can be trusted to do whatwe intend to use it for. The result of the analysis should bean envelope of allowable behavior that is captured in thecoalition�s credential so that it sets the standard for initialand ongoing validation.Sufficient correctness: The degree to which thesystem developer aspires to establish that the systemmeets its specifications, given constraints of time,cost, and limited knowledge.4 SOFTWARE HOMEOSTASISChanging the standard of quality from absolute correctnessto sufficient correctness for the task at hand allows us toconsider validation techniques that are too unreliable to usefor absolute correctness. The architecture ofresource coalitions provides a particularlygood setting to explore these possibilitiesbecause of the intrinsic uncertainties of boththe resources and the network connectivity.I�m particularly interested in the strategicc h o i c e s b e t w e e n p r e v e n t i o n a n d r e p a i r . Generally speaking, there are two ways tod e a l w i t h t h e p o s s i b i l i t y o f u n d e s i r a b l e b e h a v i o r : t a k i n g a d v a n c e m e a s u r e s t o prevent it, or noticing that it has occurredand repairing the situation. The former isa p p r o p r i a t e w h e n t h e c o n s e q u e n c e o f misbehavior is high, but it can introducei n f l e x i b i l i t y , b u r e a u c r a c y , a n d o v e r h e a d . Nevertheless, classical correctness concernsand most software validation techniques areapplied before the product is released, and sothey fall firmly in the prevention camp.In the case of resource coalitions, the independence of theresources means that they may well change while a coali-tion is running — so there is no alternative to consideringthe repair option as well as the prevention option. So ina d d i t i o n t o i n t r o d u c i n g i n f o r m a l a p r i o r i v a l i d a t i o n methods, establishing assurances about resource coalitionsrequires the coalitions themselves to incorporate means of